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Abstract: Since password-based authentication is no longer sufficient for web applications, additional authentication factors are required. Especially in the context of
mobile devices and with regard to usability, there is an increasing focus on methods
where the user’s behavior is used as authentication factor (e.g., touchscreen interactions or sensors). As this typically requires the processing of large amounts of
sensitive data, issues related to privacy and scalability arise. Our work addresses
the issues by presenting a scalable and privacy-friendly approach for authenticating
users of mobile applications based on information about their network connections.
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1

Research Problem and Objectives

Web-based applications are increasingly being accessed from mobile devices, which offer a
broad range of attack possibilities [WŁ20]. Thus, sophisticated security measures such as a
comprehensive authentication of users are indispensable to prevent the misuse of digital identities. The sole use of password-based authentication is no longer sufficient, as passwords can fall
into the hands of third parties due to a multitude of potential attacks [BLBA12]. One common
way to mitigate this problem is to make use of multi-factor authentication (MFA), which requires
the user to provide several independent proofs (factors) to confirm his identity [OBM+ 18]. Examples of additional factors are codes sent via short message service (SMS) or the use of key
generators. However, many of these factors are not suitable with regard to mobile applications.
On the one hand, confirmations via SMS are pointless if an attacker has physical access to the
device (e.g., in the case of theft), because he has also access to the received text messages. The
same applies to key generators that are installed on the same device. On the other hand, an
external key generator that users must carry with them poses a substantial threat to the usability.
For these reasons, more and more approaches concentrate on factors which are specifically
tailored to mobile devices and avoid additional effort for the user. In particular, the analysis
of location data [TIK+ 20], sensor data [AMV+ 19] and touchscreen interactions [KPC+ 20] is
considered. However, since these data sources reveal very sensitive user information, their processing is associated with significant privacy concerns. Furthermore, establishing such analytics
for a large number of users poses challenges in terms of resource consumption and scalability.
So far, these issues have not been sufficiently addressed by existing works.
Therefore, we propose a privacy-preserving and scalable methodology for establishing an authentication factor based on analyzing traces of network attachment points of mobile devices.
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In order to preserve the privacy of the users, the sensitive data is pre-processed directly on the
user’s device in such a way that minimal information about the actual network connection and
the corresponding location can be derived from it. Subsequently, it is examined whether the preprocessed data is consistent with the behavior previously observed for the user. We argue that
this can be achieved by training a single machine learning model which is applied for all users.
As a result, the scalability is significantly improved compared to related work.

2

Conception

Our approach enables the establishment of an additional authentication factor for conventional
mobile applications that are based on the client-server principle. The basic idea is that the user’s
mobile device (frontend) provides information about its network connection to the application
server (backend). In order to avoid that the server can extract sensitive details, this information
is encoded directly on the user’s device. After the data has been transferred to the backend,
traces of transitions between different network attachment points are formed and compared with
previously observed behavior of the user. The quantification of the deviations can then be used
to make an authentication decision. Figure 1 visualizes the main components of our approach.
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Figure 1: Overview of the main components and data flows of our authentication strategy
Initially, the user’s device monitors its network connection and tracks transitions to other network attachment points. In particular, the type of network, the ID of the network attachment
point (e.g., base station ID) and the amount of transmitted data are considered. As soon as the
user initiates a request (1), the authentication procedure is started by the Application Server. The
Application Server requests information about the user’s latest network connections (2). Before
the frontend responds with the requested data, it is pre-processed by the Privacy Encoder (3).
The Privacy Encoder is responsible for masking sensitive information. In our case, this mainly
concerns the ID of the network attachment point, from which the user’s location can typically be
determined with considerable accuracy. In order to prevent this, the client device selects a random key once, which is stored permanently and not revealed at any point in time. Subsequently,
this key is used by the Privacy Encoder to encrypt data. For data without an underlying order,
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e.g., structureless identifiers, we use Keyed-Hashing [KBC97] and for ordered data, e.g., transmitted data, we apply Order-Preserving Encryption (OPE) [BCLO09]. Keyed-Hashing ensures
a higher level of security, as it is only susceptible to bruteforce attacks [KBC97]. OPE, on the
other hand, does not provide such strong security guarantees, but assuming that the attacker does
not know the key and cannot map arbitrary encrypted (decrypted) values to the corresponding
decrypted (encrypted) ones, the recovery of the raw data is unlikely [BCLO09]. As in our case
the backend neither has access to the key nor has access to the frontend on which the encryption
takes place, both methods can be considered as very reliable in terms of privacy protection.
After the data has been processed by the Privacy Encoder, the transformed network connection
details are sent to the Authentication Processor (4). First, the Authentication Processor retrieves
previous data points of the same user from the Baseline Database, referred to as history frame
(5). The history frame is used as reference to evaluate whether the received data conforms to
the expected user behavior. If no information about this user is known, our system cannot make
an authentication decision yet. Consequently, conventional procedures must be conducted as
fallback. In contrast, if reference data is available, the history frame and the currently received
information, also called observation frame, are used as input for a machine learning model.
An attacker who does not know the client’s key is not able to generate a valid observation
frame and even if the key was obtained (e.g., by stealing the device), the attacker would also
need to know the user’s behavior to generate a valid observation frame, because we ensure that
collected records about the network connections on the user’s device are periodically deleted.
Note that if the user’s device changes, the respective key changes as well and the data already
collected can no longer be used as a reference for the affected user. Nevertheless, as we expect
that a user rarely changes his device, this is negligible. In our implementation, we applied
gradient boosted decision trees [CG16] to decide whether the two frames are consistent. A
fundamental aspect of our approach is that we train only a single model, which ensures scalability
for high numbers of users. The training procedure is described in the course of our experimental
analysis in Section 3. Based on the output of the model, an authentication decision can be made
(6) and if approved, the contents of the observation frame are persisted in the Baseline Database.

3

Preliminary Results

By means of an existing dataset, we investigated how well our approach performs in a real-world
setting. It contains the network requests issued by 1000 different users when interacting with
mobile applications [YLX+ 18]. All users were located in the same city during the observation
period of one week. After removing users with an unusually high or low number of interactions,
783 users remained. We performed the training based on the data of 607 users and the remaining
176 were used for evaluation. From the network requests, we inferred transitions between base
stations and assembled them to fine-grained network connection traces for each user.
Subsequently, we used the combination of an observation frame and a history frame as input
for our authentication model as described in Section 2. The size of the obervation frame was
set to 5 and the size of the history frame was set to 25. In other words, the model should
determine if the 5 passed network transitions (observation) originate from the same user as the
given 25 ones (history), with each transition consisting of the associated base station IDs and
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CDF

the amount of data transmitted until the transition happened. The parameters reflect realistic
values for deployment in practice, considering the dataset used. Because we need two classes of
training samples (valid and invalid), we first built valid pairs of observation frames and history
frames (i.e., data within both frames comes from the same user) and then artificially added invalid
pairs by recombining the history frames with observation frames from other users. By using
this method, the authentication system can learn to distinguish between the behavior of different
users. Furthermore, we trained three different models, one that works on raw data, one that works
on data that has been encrypted using OPE, and finally a model that works on data that has been
transformed using Keyed-Hashing. As usual for the evaluation of authentication methods, we
used the Equal Error Rate (EER) to assess the quality of the models, which is defined as the
common value where the False Acceptance Rate equals the False Rejection Rate [AMVF20].
Figure 2 shows the EERs for the individual users in the test set when applying different privacy
protection methods. It can be seen that OPE (average EER 17.04%) does not cause a significant
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Figure 2: Cumulative distribution function (CDF) of the EERs of the individual users
performance drop compared to the evaluation on raw data (average EER 15.78%), but KeyedHashing does (average EER 27.82%). It can be concluded that the base station IDs have an
underlying order and because this structure is suppressed due to Keyed-Hashing, the accuracy is
reduced. It can be noted that the average EERs are low enough that the models can serve as an
authentication factor [AMVF20]. In addition, we investigate how this approach can be combined
with other factors to establish a standalone continuous authentication setting [MW21], without
relying on conventional strategies such as SMS confirmation codes as fallback.

4

Conclusion and Outlook

We presented a strategy to identify users based on information about their network connections.
Our approach combines a profound privacy protection with a special focus on scalability, which
enables the establishment of a user-friendly additional factor for existing authentication systems.
Using an experimental analysis, we have shown that our methodology works as intended and
evaluated the effect of the privacy protection measures on the accuracy of the authentication.
The ultimate goal is to embed this strategy, along with other previous works [MW21], into a
comprehensive framework to establish robust protection against various attack scenarios.
Acknowledgements: Funded by the German Federal Ministry of Education and Research(BMBF),
RefNr. 16KIS1142K
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